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Digital Right Management Systems - Agenda

Introduction
•IP has to be protected
•theft since ever
•copy (i.e. theft) much easier now
•definition DRM

Methods
•reuse of proven techniques
•cryptographics (symmetrical and asymmetrical)

•authentication
•watermarking
•fingerprinting
•code encryption
•proprietary scrambling

•RML (Rights Management Languages)
•"dongling"

Future
•lightweight DRM
•worms
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TLAs and XTLAs

AES Advanced Encryption Standard
BOBE break-once, break everywhere
CA Certification Authority
CPTWG copy-protection technical working group
CSS Content Scrambling System
DES Data Encryption Standard
DMCA Digital Millennium Copyright Act
DPRL Digital Property Rights Language
DRM Digital Rights Management
EULA End User Licence Agreement
EVA Eingabe-Verarbeitung-Ausgabe
fhg Fraunhofer-Gesellschaft
IIS fhg-Institut für integrierte Schaltungen
IP Intellectual Property
IPSI fhg-Institut für integrierte Publikations-

und Informationssysteme
LWDRM Light Weight DRM
M4 Mince, Modify, Mix, Mend

NGSCB Next-Generation Secure Computing Base
for Windows

ODRL Open Digital Rights Language
RSA Rivest, Shamir, Adleman
SDMI secure digital music initiative
TCG Trusted Computing Group (ehemals TCPA)
TCPA Trusted Computing Platform Alliance
TLA Three Letter Acronyme
TPM Trusted Platform Module
TRIPS Trade-Related Aspects of Intellectual 

Property Systems
UCITA Uniform Computer Information 

Transactions Act
UrhG Urheberrechts-Gesetzes
WIPO World Intellectual Property Organisation
XrML eXtensible rights Markup

Language (ehemals DPRL)
XTLA Extended TLA
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Theft of IP (Intellectual Property)...

...since early beginnings of human beings:
•stone tools (with metallic appearance)
•oracle columns
•money (notes)
•books
•"secret" holy mass, Habanera, Villoton songs,...
•...
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Theft of IP since ever (2nd century AC)

oracle columns:

1-1-1-6-4:
Aphrodite: Go wherever you want. Because you will happily come home.
Find you will and do what you have planned.

6-6-6-1-1:
Hephaistos: Nothing can be done: don´t try in vane!

Stefan Schmitt, "Archäologie des Schicksals", ZEIT 27/2003 
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Money falsified cince money exists
On old German money notes: "Wer Geldnoten nachmacht oder verfälscht oder 
nachgemachte oder verfälschte Geldnoten in Verkehr bringt, wird mit Gefängnis 
nicht unter zwei Jahren bestraft." "Who copies or falsifies money notes or
introduces copied or falsified money notes will be punished by prison of at least 
two years."

X01262472194

2002 J
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Books - copied since ever

"If Hollywood would have had influence in the
computer industry we now had 3.5" discs in 
the US and 9cm floppy discs in europe."
/Tanenbaum02/
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Theft much easier now

Dual system of IP payment
in Germany.

c´t 24/2002
& 22/2003

VCR: 9,21€/device
Cassette recorder: 1,28€/device
CD burning device: 6€/device
DVD burning device: 7,37€/device
Copy machine, Fax, Scanner: 

8,18-306,78€/device
PC: 12€/device (*)
Printer, multi purpose devices (*)
empty cassette(audio): 0,0614€/h
empty cassette(VCR) : 0,087€/h (**)
(*)   law suit pending
(**) also magnetic tape, DAT, MD, CD
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Definitionen Digital Right Management (DRM)

Digital rights management (DRM) can be viewed as an attempt to provide
`remote control' of digital content. The required level of protection goes
beyond simply delivering the digital content - restrictions on the use of the
content must be maintained after it has been delivered. In other words, 
DRM requires `persistent protection', i.e., protection that stays with the
content. Mark Stamp

Digital Rights Management (DRM) involves the description, identification, 
trading, protection, monitoring and tracking of all forms of rights usages
over both tangible and intangible assets - both in physical and digital form 
- including management of Rights Holders relationships. Renato Iannella

If you own a DVD or CD which you only can play at your birthday - that´s
DRM! www.ccc.de
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Methods in DRM systems - Divide et Impera

•video
•pictures, multimedia
•audio
•literature, print media
•...

Content
Server

License
Server

pers.
licensescrambled

content micro payment

Inter-/
Intranet

DRM
application
on target system

Processing S.
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Connection S.
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Methods of DRM systems - in connection subsystem

Processing
Subsystem

Replay
Subsystem

Connection
Subsystem

Tethered M. Untethered M.

•Authentication
•Rights Management Languages

•Watermarking
•Fingerprinting
•Dongling

•Cryptographics
•Proprietary Scrambling

S
ec

u
ri

ty
S

ub
sy

st
em •Code Encryption

•Polymorphe Code
•Code Obfuscation
•SW Unification
•Tamper Checking
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Connection subsystem: authentication

Methods of authentication. 
Single factor and multi factor techniques.

Authentication & Authorization: Complementary Solutions for Securing the Digital Enterprise,
BioNetrix Corporation, 29.04.2003, http://www.bionetrix.com/pdf/Netegrity.pdf
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Structure of a license in XrML (eXtensible rights
Markup Language).

(was ODRL (Open Digital Rights Lang.)
Xerox, Palo Alto Research Center)

Connection subsystem: Rights Management Languages

XrML 2.0 Technical Overview,
Version 1.0 08.03.2002, 15.04.2003,
http://www.xrml.org/reference
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Conection subsystem: Rights Management Languages
<license>

<grant>
<keyHolder>
<info>
<dsig:KeyValue>

<dsig:RSAKeyValue>
<dsig:Modulus>Fa7wo6NYf...</dsig:Modulus>
<dsig:Exponent>AQABAA==</dsig:Exponent>

</dsig:RSAKeyValue>
</dsig:KeyValue>

</info>
</keyHolder>
<cx:print/>
<cx:digitalWork>
<cx:locator>
<nonSecureIndirect
URI="http://www.xrml.org/reference"/>

</cx:locator>
</cx:digitalWork>

</grant>
</license>

XrML 2.0 Specifications,
http://xrml.org/
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Processing
Subsystem

Replay
Subsystem

Connection
Subsystem

Tethered M. Untethered M.

•Authentication
•Rights Management Languages

•Watermarking
•Fingerprinting
•Dongling

•Cryptographics
•Proprietary Scrambling

S
ec
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S
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st
em •Code Encryption

•Polymorphe Code
•Code Obfuscation
•SW Unification
•Tamper Checking

Methods of DRM systems - in processing subsystem
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Processing
Subsystem

Replay
Subsystem

Connection
Subsystem

Tethered M. Untethered M.

•Authentication
•Rights Management Languages

•Watermarking
•Fingerprinting
•Dongling

•Cryptographics
•Proprietary Scrambling
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•Polymorphe Code
•Code Obfuscation
•SW Unification
•Tamper Checking

Methods of DRM systems - in security subsystem
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Security subsystem: try to be unvulnerable

Anti debugging measures:
•Code Encryption
•Polymorphe Code
•Software Unification
•Code Obfuscation
•Tamper Checking (Fragilization)

Nightmare Joker,
How to Encrypt Wordbasic and VBA Code,
http://vx.netlux.org/texts/html/m6t.html
SnakeByte, Polymorphe Viren,
http://www.snake-basket.de/d/poly.txt
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Security subsystem: Code Encryption

More examples: Nightmare Joker,
How to Encrypt Wordbasic and VBA Code,
http://vx.netlux.org/texts/html/m6t.html

http://www.licenturion.com M4
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Security subsystem: Code Obfuscation

Thomas Klausner, Eine Einführung in Obfuscation mit Perl,
Linuxwochen 2002, 30.06.2002, 23.03.2003,

http://domm.zsi.at/talks/obfu/_linuxwochen/obfu/_lw.html

#!/usr/bin/perl
# Len - http://www.perlmonks.org/index.pl?node_id=176043

$_='
$q ="\ 47"; wh

ile ($ ;=
$z += .5 ){

%c= $r=0;$/ ="";whi le(2
0+ $z>($;+=.05)){$c{int$ _+ 2

6+ 2*($           r+= .0 2) *
s in$ ;}{1 -$_

+1 0+ int $r*c o s
$ ;} =1for(0. .1) }$
t =r ever se;$ /. =`
c le ar `. " #!
/ usr /bi              n/ pe
rl \n\ $_ =$q \n" ;
fo r$y (1..20){$c{$_} {
$ y }? $ /.=chop$t :
($/ . =" \4
0") for(0. .53) ;

$/. ="\n"}pri nt"$/$ q;
s; ". chr(9 2)."s;;g; eval \n "}

';s;\s;;g;eval
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Processing
Subsystem

Replay
Subsystem

Connection
Subsystem

Tethered M. Untethered M.

•Authentication
•Rights Management Languages

•Watermarking
•Fingerprinting
•Dongling
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Methods of DRM systems - in replay subsystem
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Steganographics: Base for Watermarking and Fingerprinting

Three cebras a tree and
Hamlet, Macbeth, Julius Caesar
Merchant of Venice, King Lear

Three cebras and a tree

/Tanenbaum02/
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Future: Cooperation

"Das rechte Maß. 15... 16 Sei nicht allzu gerecht und übertrieben weise!
17 Frevle nicht allzusehr und sei kein Tor! Warum sollst du sterben vor deiner
Zeit? 18 Gut ist es, wenn du an dem einen festhältst und auch vom anderen
deine Hand nicht abziehst. ..." Prediger 7

Ansatz LWDRM (Light Weight DRM)
Level 1: Play
Level 2: Play&Modify
Level 3: Play&Modify&Distribute

Fraunhofer Institut für Integrierte Schaltungen, 
http://www.iis.fraunhofer.de/amm/techinf/ipmp/
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¿Preguntas?

¡Muchas Gracias!


